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Bl#E 1 Exhibit A: ADDITIONAL INFORMATION FOR
EU CITIZENS

In the following, Mirai Translate, Inc. (“Mirai Translate”) provides you with the additional information
as required in accordance with the General Data Protection Regulation (“GDPR”). This Exhibit A
supplements the information provided in the main body of term of use to the extent required under

GDPR.

1. Legal basis of the data processing

In the following, Mirai Translate informs you about the legal bases, on which we process the User
Information. The User Information processed as well as the purposes for such processing and the

details how we collect the User Information are set out in Section 30 of term of use.

Type of User Information Purpose Lawful basis

for processing

Mail address,IP address To identify users Contract
performance

(Contained in user text data, original files, translated files, etc.) = Translation service Contract

Numbers and symbols given by name, date of birth, address, performance

telephone number, or individual (This includes e-mail
addresses, driver’s license numbers, credit card numbers, and
IDs. However, it is not limited to these.), and others that can
identify the individual person, and those that cannot be
identified only by the relevant information, and other
information that can be easily compared and that can identify

the individual person.
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Type of User Information

Information collected from websites (Cookies, access date and
time, browser information, OS information, access history,

referring URL, information on browser operation, etc.)

Purpose

Continuous provision
of translation

services,

Lawful basis

for processing

Contract

performance

measurement and
analysis of usage to
improve quality,
investigation and
repair of defects and
website optimization,

etc.

2. International data transfer

Mirai Translate is established and headquartered in Tokyo, Japan, and the business partners to
whom we may disclose the User Information, as processors, are also based in Japan or elsewhere
outside the European Economic Area (“EEA”). The User Information will therefore be collected,
transferred, stored and processed outside the EEA. Japan has been recognised by the European
Commission as being a country which offers adequacy protection for the purposes of GDPR.
Accordingly, it is lawful for the User Information to be collected, transferred, stored and processed
by Mirai Translate in Japan provided that Mirai Translate complies with its obligations as a processor
under GDPR and as a Personal Information Handling Business Operator under the amended Act on

the Protection of Personal Information.

3. How we keep the User Information secure

We have put in place appropriate robust security measures to prevent the User Information from
being accidentally lost, used or accessed in an unauthorised way, damaged or destroyed, altered or
disclosed. We have adopted these measures to ensure the ongoing confidentiality, integrity,

availability and resilience of systems and services which process the User Information and to ensure

29


https://miraitranslator.com/contents/mt/docs/TermOfUse.html#_2_international_data_transfer
https://miraitranslator.com/contents/mt/docs/TermOfUse.html#_3_how_we_keep_the_user_information_secure

that we can restore availability and access to the User Information in a timely manner in the event of
a physical or technical incident. These measures are regularly tested, assessed and, where

appropriate, updated to ensure they remain effective, and they will typically include:

® Technical security measures:

o multiple location, physically secure data centres designed to prevent single points of

failure;

o secure system firewalls and authentication controls;

o back-ups and data recovery systems;

o secure encryption technologies; and

o state-of-the-art antivirus and intrusion protection.

® Organisational security measures:

o data system access controls, password controls and privilege management;

o data centre physical access controls;

o security and compliance training for personnel:

o robust data security breach reporting procedures;

o robust DRBC (disaster recovery and business continuity) procedures;

o contractual confidentiality obligations for personnel; and

o background checks for personnel (where appropriate and permitted / required by

law).

Whenever we engage third party service providers to store and process the User Information, we
always ensure that those providers also implement appropriate technical and organisational security
measures to keep the User Information safe and require those providers to adhere to strict

contractual requirements for this purpose, as required by GDPR.
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4. How long we retain the User Information

We will only retain the User Information for as long as is necessary for the specific purposes it was
collected for or, where relevant, for related compatible purposes such as complying with applicable
legal, accounting, or record-keeping requirements. For example, we often have to retain basic
information about our customers for a mandatory period of time after they cease being customers in
order to comply with our tax law obligations. Where there is no specific legal period for retaining the
User Information then we will determine the appropriate retention period by considering the
amount, nature, and sensitivity of the personal data, the potential risk of harm from its unauthorised
use or disclosure, the purposes for which we process the User Information and whether we can
achieve those purposes through other means, and the applicable legal requirements. In some
circumstances you can ask us to delete the User Information: see Section 5 below for further
information. We may also anonymise the User Information (so that you are no longer identifiable
from it) for research or statistical purposes. If so then we may use this information indefinitely

without further notice to you.

5. Your personal data rights

Where the User Information contains personal data, you have certain rights under GDPR, some of

which only apply in certain circumstances. These rights are:

® Right to access your personal data: This gives you the right to receive a copy of the

personal data we hold about you subject to certain exemptions.

® Right to request correction of your personal data: This gives you the right to have any

incomplete or inaccurate personal data we hold about you corrected.

® Right to request erasure of your personal data: This allows you to request us to delete or
remove personal data. You also have the right to request us to delete or remove your
personal data where you have exercised your right to object to processing (see below). In
certain circumstances this right may not apply, such as where we have a good, lawful
reason to continue using the information in question, and if so we shall inform you of

such reasons at the relevant time.
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® Right to object to processing of your personal data: You can object to us processing your
personal data for legitimate interests purposes or for direct marketing. We must then stop
processing your personal data unless we have a strong reason to continue which

overrides your objection. If your objection is to direct marketing, we must always stop.

® Right to restrict how your personal data is used: You can limit how we use your personal
data in certain circumstances. Where this applies, any processing of your personal data
(other than storing it) will only be lawful with your consent or where required for legal

claims, protecting certain rights or important public interest reasons.

® Right to have a portable copy or to transfer your personal data: You can request us to
provide you, or (where technically feasible) a third party, with a copy of your personal
data in a structured, commonly used, machine-readable format. Note this only applies to
personal data which we obtain from you and, using automated means, process on the

basis of your consent or in order to perform a contract.

® Right to withdraw consent: If we are relying on consent to process your personal data

then you have the right to withdraw that consent at any time.

If you want to exercise any of the rights described above then please contact us as explained in
Section 6 below. We try to respond to all personal data requests within one month. Occasionally it
may take us longer than a month if your request is particularly complex or you have made a number
of requests. Please also bear in mind that there are exceptions to the rights above and some
situations where they do not apply. We may need to request additional information from you to help
us confirm your identity. This is a security measure to ensure that personal data is not disclosed to
any person who has no right to receive it. We may also contact you to ask you to clarify your
request. You will not normally have to pay a fee to access your personal data (or to exercise any of
your other rights). However, we may charge a reasonable fee if your request is manifestly
unfounded, repetitive or excessive. Alternatively, we may refuse to comply with your request in

these circumstances.
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